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activation function and the Squeeze-and-Excitation Networks (SE-Net) to enhance the feature extraction capability.

The loss function employed in the proposed model was the weighted Dice loss function. In cases where the

recognition accuracies of the minority protocols were low, the loss function value would be high. Consequently, the

optimization direction of the model would be dominated by the minority protocols, resulting in improved

recognition accuracies for them. During the protocol recognition process, the network flow was extracted from the

network traffic and preprocessed to convert it into a one-dimensional matrix. Subsequently, the protocol recognition

model extracted the features of the protocol data, and the Softmax classifier predicted the protocol types.

Experimental results demonstrate that the proposed protocol recognition model achieves more accurate recognition

of the minority protocols compared to the comparison model, while also improving the recognition accuracies of the

majority protocols.
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Figure 7 Structure of the protocol recognition model
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Table 3 Protocol recognition accuracy and
classification time of different loss functions

ISCX2012 UNSW-NB15
HURBAHL BBOREL 4% PRRE %
R B HEE s
WeightedCrossEntropy 98.32% 57 98.64% 45
Dice 98.60% 59 98.63% 48
WeightedDice 98.68% 60 98.74% 43
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Figure 9  F of the proposed model on the dataset ISCX2012
using different loss functions
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Figure 10  F of proposed model on the dataset UNSW-NB15
using different loss functions
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Table 4 Protocol recognition accuracy and
classification time of different activation functions

ISCX2012 UNSW-NBI5

B ppaging) e PSR 9%
% B fe)/s R Il

Modell 98.60% 58 98.67% 39
Model2 98.61% 60 98.70% 38
Model3 98.63% 68 98.70% 45
Model4 98.66% 61 98.76% 44
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Table 5 Overall protocol recognition accuracy and
classification time with and without SE-Net

ISCX2012 UNSW-NBI5
B phnm % WUGRE A%
iHIES i a)/s HERR I [A)/s
Model5  98.54% 47 98.69% 41
AR 98.65% 59 98.75% 42

M 5 o LLE H, AR SE-Net 117
PR R AR L, ASSCE BSOR B AL ] SE-Net
X i BCECHE R A AT SR AL, SR T T O @ T )
J& B BOR TS5 FI RS 77, A HE A 2R AR 3L
PE4E 1SCX2012 Al UNSW-NB15 E AT T
0.11%A1 0.06%.

4.3.5 TR WBURA AR iR

DR e UE B $ B TR A A ) A 28 A
P, EHCH BRI AP P SOR R AL
A SRR AT X LS8 . B0 B AR SR S A
R A1F% Zhang 254 HY Y PCON #78 , Xia 2501
FEHI) RICNN Ak F 4 Rl S5 25 Bl AL AR bR
(RF, random forest) ##1), Hrr, PCNN., RICNN
A RF S8 AP B SR A AT B A AR 1 1 T
BORBIBA . PCCN BLALF B RRAE Al & 77 203
PR I RFAE R LAE 77, AT i > B 2R WS i iR
SITHE % . RICNN A58 R F % 22 3 B AR AE s
P m A R E SR L RE 7T, IR B HERR RN D %L
BT EH . RE BRI 2 AR A 288, @
ik 5 S s IS B A TR A A BRI H .
ORUEXT B SR 58 1A e, 258 AR A A SO )
oAk B 5 3 68 Fl K 16 Y 485 O = R 2R AT TR AL
B, S A AN TR () B iSRRI
gk 6 frw, ANFEBAEHTEE 1SCX2012,
UNSW-NBI15 FRyEffiZe. HEEM FE0E
11~ 16 iR,

M 6 FTLLEH, SHiCislsiid PCCN,
RICNN I RF AHLE, AR SRR 2 0 £ 42
ISCX2012 L3l Tt T 1.52%- 0.35%F1 27.2%,
TEHRSE UNSW-NBI1S E4r 53Tt T 3.14%4.0.17%
H32.18% . EPI AN KA B8 b 73 Sk () 35 b A Y

PCCN FlIRF £, ¥JLULIEAY RICNN 2>, ME 11~K
16 ATLLEH, 7EHRAE ISCX2012 Al UNSW-NBI15
by ASCRERIG SR RE R . A B F{E
WAL TR PCCN. RICNN F1 RF.

£6 FEIER TSGR B EFZER S 208

Table 6 Protocol recognition accuracy and
classification time of different models

1SCX2012 UNSW-NBI5
B paanm a% PR VS
MiRTES i [6)/s e 2 I8/
PCCN 97.26% 42 95.56% 33
RICNN 98.43% 253 98.53% 205
RF 71.58% 2 66.52% 2
AR 98.78% 63 98.70% 45
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Figure 11 Precision of different models on dataset ISCX2012
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